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UNIT-I 

 

Overview: Introduction to Computer Network, Cyberspace, 

Introduction to Cyber Security, Basic principles of Cyber Security.  

Introduction to Cyber Crime, Types of Cyber Crime, Cyber Squatting, 

Cyber Espionage, Cyber Warfare, Cyber Terrorism, Cyber Defamation. 

Cyber Attacks and its types, Phases of Cyber Attacks, Vulnerability, 

Threats, Digital Signature, Spoofing, phishing, Spamming, Cyber 

Bullying and harassment, Cyber Stalking, Password Sniffing. 

 

UNIT-II 

 

Cyber Laws and Standards: Intellectual Property Rights, Patent, 

Copyright, Trademark. 

Regulatory Framework of Information and Technology Act 2000 ,Cyber 

Laws and Standards, IT Act, Cyber Crime against Person, Cyber Crime 

against Organization 

Penalties and Compensation, Objective, Applicability and Jurisdiction 

 

UNIT-III 

 

Risk Management and Financial Fraud Investigation: Ethical 

Hacking, Auditing, Risk Management and Financial Fraud Investigation. 

Method and Principles. Classes or Types of Risk. Process, Mitigation, 

Potential Risk Treatments, Risk Management Plan. Implementation, 

Limitation. 
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